
Fieldbuses and Industrial Networks
Fieldbuses are industrial communication systems that, using either cables, optical fibres or radio waves for
signal transmission, connect field devices to a central control system. Fieldbus technology was developed in
the 80s to replace traditional cabling systems and the analog transmission of signals with digital
technologies. Moreover, fieldbuses create the basic framework for designing distributed control systems.
Valerio Alessandroni

Fieldbuses are communication systems allowing distributed control, supervision, detection and command
devices to be interconnected.
Thanks to this technology, sensors, electrovalves, programmable controllers,electronic drives, computers, etc.
can easily exchange information using a single low-cost connection. And this exchange occurs independently
from the manufacturers of single devices.
The concept of fieldbus is not new, but in recent years it became very popular due both to the increase of the
commercial offer and because the users have understood the clear strategic value that this technology
represents.
Why this explosion of interest? Largely because the market requires the possibility of using different
products without any commercial or technological limitaion. The suppliers themselves have understood the
usefulness of a common environment: when a products is provided with a standard interface, it means that it
can be available to a much wider market.
The word ‘field’ reminds something that is geografically and contextually delimited. This is true also in
‘fieldbus’ definition, at different abstraction levels. On the other hand, ‘bus’, is a typical word from computer
science world that indicates a group of conductors connecting different cicuits allowing them to exchange
data. A fieldbus, therefore, is a communication system whose purpose is to connect multiple distributed
devices (valled ‘nodes’), that are actively participating to data exchange.
Generally, fieldbuses allow to transfer data in serial mode, one bit after the other. The advantage of
this choice is that a significantly smaller number of electric conductors is required (normally,
fieldbus cables have only three conductors).This allows to cover big distances with low costs.
The correct operation of the communication system requires that the fieldbus is accessed following scrict
rules, so that the information stream can circulate from producer to consumer. The set of these rules is called
‘protocol’.
There are basically two arguments in favour of fieldbuses:
- The communication through a fieldbus allows an information exchange that would be difficult otherways
- The information exchange occurs following a standardized mechanism
Starting from these two points, other arguments were generated, that are now widely used in commercial
way:
- The network based on fieldbus can be easily scaled
- Products of different manufacturers can dialogue
- It is possible to cover greater distances
- The cabling and overall costs are drastically reduced
- The application fields are greater
- The installation is simplified
- The engineering costs are reuseable
- The marke offers monitoring and commissioning tools that make theese tasks easier
But also some disadvantage should be mentioned:
- A deeper know-how is required
- A greater investment is required in esquipment and instruments
- Higher starting costs
- The compatibility between devices of different manufacturers is not always sure, though the use of
common standards.

Concerned industries
To-day, everybody is concerned with fieldbuses. In cars, for instance, they are used to simplify the cabling
and add functionalities to basic controls. But this example shows that, in the end, the final user is not really
concerned about the fieldbus that has been actually used.
Besides the final user category, anyway, there are other two categories of professionals concerned:



- System integrators that, using devices able to communicate through fieldbuses, have to afford
commissioning problems
- Developers of devices or communication interfaces for fieldbuses, that have to afford problems of
electronic development and adequate software
The approach of these two categories is different. To the first catogory it is important to have tools that make
commissionin and diagnostics easier. Moreover, it is preferable that the fieldbus is easy to use. To the
secondo catogory, on the pther hand, it is more important to easily find the electronic components that allow
the maximum simplification of developement, both of the electronic circuits and of the software managing
the communication.

Fieldbus classification
Before selecting the communication network to be adopted for a given problem, it is useful to perform an
analysis, possibly independent from commercial influences. The ‘pyramid’ model offers a practical
contribution to this task.
In un ideal plant there are multiple levels of data management. For each level the requirements are differents.
For instance, administration often manages volumes of data that can be quantified in megabytes, but
response times are not critical (being of the magnitude order of minutes, hours and even days).
But in working shops and in production areas, that are the main destinations of fieldbuses, there are more
limitations: in lowest levels, to consider the opposite end, few bytes must be transferred in few microseconds.
The following levels of communication are normalli defined:
- Level 0: ‘sensor/actuator’ bus
- Level 1: fieldbus
- Level 2: cell bus
- Level 3: local area network (LAN)
- Level 4: wide area network (WAN)

These differences represent the selection criteria of a fieldbus type. In general, for a given application it’s
easy to quantify parameters like the response time and the quantity of data that can be sent.
The fieldbus category concerns only the lowest levels of the ‘pyramid’ model. This category includes all the
buses that can transmit data frames spanning from some bits to some hundreds of bytes. The fieldbus
category can be furtherly divided into 3 main groups:
- Real fieldbuses
- ‘Sensor/actuator’ buses, dedicated to I/O signal interconnection (‘multiplexer’ function)
- Application-specific buses (for instance, motion control buses like Sercos, building automation buses
like LON, automotive buses like LIN, etc.)

The real fieldbuses are used to connect smart units co-operating in a process. Being the applications at this
level generally structured in a hierarchical way, most fieldbuses of this class communicate following the
‘master-slave’ principle: a main node acts as a ‘master’ of the network, while all the other nodes are ‘slaves’.
Only the master can start a data exchange. A slave must wait to be polled and, at that time, it has to answer
with proper data. Though this leads to a great simplicity of use, the master-slave architecture has a drawback:
if the master doesn’t work, everything is blocked. For this reason, modern fieldbuses can manage the transfer
of the master function to another node of the network.
At the lower level, ‘sensor/actuator’ buses limit themselves to connect a small number of ‘smart’ nodes to
non-programmable distributed nodes that are simple I/O signal collectors or have predefined functions. A
classical application is the scattering of a PLC I/O’s. In this case, the programmer doesn’t have to care about
the communication through the bus, because the communication is fully managed by the operating system of
the PLC.

Industrial automation fieldbuses
In industrial automation many fieldbuses are used, as it is understood that a single standard fieldbus can’t
cover all the requirements of this sector. Below, some of the most popular are shortly described.
Modbus
Modbus is a serial communication protocol created by Modicon in 1979 for its own programmable
controllers (PLCs). It is now a de-facto standard in industrial communication and the most popular linking
protocol among industrial electronic devices. The main reasons of this success are:



1.It is a royalty-free protocol, freely accessible
2.Can be implemented very quickly
Two versions of the protocol are available: one on serial port (RS232 by default, but also RS485) and one on
Ethernet.
CAN
CAN (Controller Area Network) belongs to level 0 buses, i.e. sensor/actuator buses. It is a serial
communication system originally designed for automotive applications by Bosch and Intel. The purpose was
to reduce the electric cabling in vehicles, while improving the layout flexibility and the security of
information transport.
To-day, CAN is also used as a fieldbus for industrial applications. Its popularity is mainly due to the large
amount of Ics that implement its functionalities.
CAN covers levels 1 and 2 (Physical and Data Link Layer) of ISO/OSI stack. For level 7 (Application Layer)
several alternatives are available. The most known are CAL (CAN Application Layer, defined by CiA –
CAN ion Automation), CANopen (a subset of CAL, specified by CiA), DeviceNet and SDS.
In electronic chips, both level 1 and il level 2 are fully integrated on silicon.
The main concept that differentiates CAN from other communication systems is the way CAN manages bus
access. CAN doesn’t have a master-slave structure or a special handshaking, nor it behaves like Ethernet
with CSMA/CD mechanism. CAN uses CSMA/CA (Carrier Sense Medium Access / Collision Avoiding)
mechanism, that allows to access the bus when it’s free and, in case of simultaneous access by multiple
nodes, allow the message of highest priority to be forwarded, while the other messages are interrupted.
LIN
LIN is a low-cost serial bus that supports full-duplex serial communications. It is used for distributed
electronic systems onboard of vehicles, for communications with smart sensors and actuators. LIN protocol
can be implemented on the common low-cost UART/SCI interface that is available on most microcontrollers.
LIN network includes a master and multiple slaves. The communication is always started by the master. All
the nodes can execute the communication task, that includes the transmission and reception tasks. In addition,
the master executes the master transmission task, that decides when and which frame to transfer on the bus.
In this way, there is no arbitration on the bus and it’s easy to calculate the worst time for every message.All
messaghes are sent on the bus as frames. When a frame is transmitted, only one slave is activated after the
reception and the filtering of the identifier.
In automotive industry, both LIN and CAN are used. CAN is used for high and low speed networks in the
vehicle, while LIN is used only for low speed networks, like door control units. Generally, CAN is more
expensive but also more reliable than LIN, but LIN can be easier implemented on an UART. Therefore, LIN
will probably replace CAN in low-speed networks.
DeviceNet
DeviceNet is a low-cost field network to connect devices like limit switches, photocells, valves, motor
starters, sensors of different kind, barcode readers, variable frequency drives, operator panels and PLCs. The
direct connectivity of these equipment to the network offers an advanced communication mode and a high
diagnostic level that can’t be reached through common cabling technologies.
DeviceNet is an ‘open’ standard: the specification and the protocol are available to anybody wants to
develop interfaces for this network. No hardware or software or license rights must be bought to connect
third-party equipment to DeviceNet. Who wants to connect his products to DeviceNet receives the
specification from Odva (Open Devicenet Vendor Association), together with a no-limits license, without
royalties.
DeviceNet is based on CAN technology. CAN chips are to-day very popular, due to their versatility and
application flexibility, and are offered by a large number of suppliers.
DeviceNet specification uses levels 0, 1, 2 and 7 of ISO model. It describes levels 0, 1 and 7, leaving to CAN
the implementation of DataLink Layer. The main features of DeviceNet are:
 Number of nodes: up to 64
 Speed: 125 Kbps up to 500 m, 250 Kbps up to 250 m, 500 Kbps up to 100 m
 Data frame: up to 8 bytes
 Power and signal on the same support
 Multimaster

Profibus



Profibus (Process Field Bus) is used in manufacturing and process automation. Profibus is a Multi-Master
system. Profibus is a monomaster-multi slave communication network The Master, or active device, defines
the data traffic on the bus. When it owns the access permission (Token) it can send data without external
request. The Slaves, or passive devices, have no access permession to the bus. They can only acknowledge
the reception of messages or send messages when required by the Master. Transfer speed varies from 9,6
kBaud to 12 MBaud. Up to 126 devices can be connected to the bus.
Generally, Profibus is used to connect a master, like a PLC, to remote I/Os.
The variant Profibus DP (Decentralized Peripherals) is the most used Profibus profile. It can operate at bit
rates from 9,6 kbps to 12 Mbps on distances between nodes up to 300m at maximum speed.
Profibus PA (Process Automation) works with bit rates up to 31,25 kbps for a maximun distance of 1.9 km.
It is used for communications with process instruments. The data frame of Profibus PA is the same of
Profibus DP, therefore the integration of PA and DP is very easy.
Profinet
Profinet is an Ethernet-based open standard for industrial automation. It uses the TCP/IP protocol and allows
real-time automation. With Profinet is is possible to connect scattered field devices to Ethernet and tocreate
distributed automation systems based on components. To this purpose, Profinet is divided in two parts:
 Profinet IO for the integration of distributed peripherals
 Profinet CB for distributed automation.
With Profinet IO, distributed field devices are connected to Ethernet. Data exchange is performed between
I/O controllers and I/O devices according to a model called Producer/Consumer: a device reads signals from
periphery and transmits them to a controller that process the signals. The controller then transmits output
signals to remote device.
The model of Profinet components for distributed automation (Profinet CB) is ideal for smart field and
automation devices. It allows to combine different self-dependent parts of a machine in ‘technological
modules’ that are described in a PCD (Profinet Component Description) and can communicate between them
in system architectures that are manufacturer-independent.
In Profinet, communications can be classified in three performance levels:
1) Transmission of parameters and configuration data, time-critical diagnostics and user data is via TCP/IP
or UDP/IP.
2) For time-critical process data a Real-Time (RT) channel is available. It is software created on an existing
Ethernet controller.
3) For motion-control applications a Real-Time Isochonous (IRT) communication is available, allowing a
jitter of 1 µs at a rate of 1 ms.
Foundation Fieldbus
Fieldbus Foundation has developed a fieldbus specifically oriented to process industry using existing
standards and tested technologies.
The Foundation Fieldbus responds to the requirement of a ‘robust’ distributed control for process control
applications. Its technology includes the physical level, the communication stack and the user application.
Theretore, Foundation Fieldbus doesn’t implement levels 3, 4, 5 and 6 of ISO model, because the services of
these levels are not required in process control applications. Anyway, it adds an eighth level: the user
application level.
In Foundation Fieldbus, the ISO/OSI architecture has been therefore optimized for process control, removing
the intermediate levels that are generally associated to non-critical applications, like file transfers. Three
levels remain: Physical (level 1), Data (level 2) and Application (level 7).
AS-interface
AS-interface (As-i) is a fieldbus for the low-cost connection of on/off or analog sensors and actuators as an
alternative to parallel cabling between automation cabinet an field I/Os.
AS-i is an open and manufacturer-independent standard. Any manufacturer or user of sensors and actuators
can obtain AS-i specifications and profiles, that respetively ensure the system interoperability and the
product interchangeability through AS-i association.
The chip on which AS-i communication is based is available on the market without any restriction.
A distinguishing feature of AS-i bus is the transmission support: a simple unshielded copper pair. The data
transmission method used by AS-i (APM, Alternate Pulse Modulation) allow a hight EMI immunity.
AS-i is a Master/Slave system. It is possible to connect a single Master and 31 bidirectional Slaves (with 4
inputs and/4 outputs) for a total of 248 digital I/Os. Messages between Master and Slaves have a constant
length. Transfer rate is 167 kbit/s. The Master requires 5 ms to poll 31 Slaves or 1 ms for 6 Slaves. Many



gateways are available on the market to connect AS-i to upper level buses (like Profibus, DeviceNet, CAN,
etc.).

Conclusion
Many other fieldbuses are available on the market. Generally, they can be classified into standard, de-facto
standard and proprietary buses. Moreover, many Ethernet-based protocols are used to-day.
The selection of the best fieldbus must always start from the application: a fieldbus that was introduced for
building automation, for instance, can be theoretically used also for industrial automation. But. On the
market, no devices will be available for such application. Therefore, building automation has its own buses,
like industrial automation, process control, motion control, etc.
Other selection criteria concern the local support: it is not a good practice to select a fieldbus that is not
supported by a local organization. In fact, if the user needs help, nobody will answer to his requests.
Finally, it is good to always think to the future: a fieldbus whose performances are enough to satisfy current
application requirements could become unsatisfactory if the application requirements increase in the future.
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